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METHOD OF IDENTIFYING INVALID
DIGITAL SIGNATURES INVOLVING BATCH
VERIFICATION

CREATE ACT STATEMENT

The present invention resulted from a joint research agree-
ment between the National Security Agency and SPARTA,
Incorporated. The date of the agreement is Oct. 29, 2004. The
field of invention is as identified above.

FIELD OF INVENTION

The present invention relates, in general, to electrical com-
puters and digital processing systems support and, in particu-
lar, to multiple computer communication using cryptography
for authentication by digital signature or digital watermark.

BACKGROUND OF THE INVENTION

Public key cryptography is used to generate and verify the
validity of digital signatures. A digital signature algorithm
requires a private key, which is known only by the signer, and
apublic key, which can be made available to anyone that may
need to verify the signature. A digital message is signed using
the signer’s private key, and a digital signature’s validity is
verified using the signer’s public key. A valid digital signature
authenticates the identity of the signer and the integrity of the
digital message. If the digital signature fails the verification
test then the digital signature is considered invalid. An invalid
signature does not provide any assurance to the verifier of the
identity of the signer or the integrity of the message. An
invalid signature may be the result of an intentional modifi-
cation or substitution of the digital message or digital signa-
ture, or may be the result of an unintentional modification,
such as a transmission error.

Testing each digital signature in a large group (i.e., a batch)
of digital signatures individually for validity may be too time
consuming for many applications. It is often possible to test
the validity of digital signatures as a batch. Batch verification
can be much less time intensive than individual verification of
digital signatures. If all of the digital signatures in a batch are
valid, then the batch is valid and will pass the batch verifica-
tion test. If at least one digital signature in the batch is invalid,
then the batch is invalid and will fail the verification test. If a
batch is invalid and one wants to know which digital signa-
tures within the batch are invalid then at least some further
verification testing is required. Present methods of identify-
ing invalid digital signatures in large batches may be too time
consuming for many applications. Therefore, there is a need
for a time efficient method of identifying invalid digital sig-
natures in batches. The present invention is such a method.

Three methods of verifying a batch of digital signatures is
disclosed in a paper by Mihir Bellare et al, entitled “Fast
Batch Verification for Modular Exponentiation and Digital
Signatures,” Advances in Cryptography—FEurocrypt 98 Pro-
ceedings, LCNS, Vol. 1403, pp. 236-250, Springer-Verlag,
1998. One of these methods is known as the “small exponents
test.” The first step of the method is receiving a number of
digital messages, digital signatures, and signer identifiers,
where the digital signatures were generated using a generator
g. The second step of the method is computing first and
second numeric values corresponding to the digital messages,
digitals signatures, and signer identifiers. The third step of the
method is selecting a number of random numbers equal to the
number of digital signatures. The fourth step of the method is
associating each random number with a digital signature. The
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fifth step of the method is multiplying each first numeric value
by its corresponding random number. The sixth step of the
method is summing the products of the fifth step. The seventh
step of the method is raising each second numeric value to a
power, where the power is the corresponding random number.
The eighth step of the method is multiplying the results of the
seventh step. The ninth step of the method is raising g to the
result of the sixth step. The tenth step of the method is com-
paring the results of the eighth and ninth steps. If the results
are equal then the batch is valid and all of the digital signa-
tures therein are valid. Otherwise, the batch is invalid and at
least one digital signature therein is invalid.

If a batch of digital signatures is invalid then it is often
necessary to identify the invalid digital signatures that caused
the batch to fail. The naive method is to perform an individual
verification test on each digital signature in the batch. This
requires as many verification tests as there are digital signa-
tures in the batch, which may be too time consuming for many
applications that require large numbers of digital signatures.

Divide-and conquer approaches (also know as “cut-and-
choose” approaches) that reduce the number of verifications
tests required to identify invalid digital signatures in an
invalid batch are disclosed in a paper by J. Pastuszak et al.,
entitled “Identification of Bad Signatures in Batches,” Public
Key Cryptography—PKC 2000, LCNS 1751, pp. 28-45,
Springer-Verlag, 2000. That is, a verification test is performed
on the original batch. If the batch is valid then stop. Other-
wise, divide the batch into smaller batches. Then, perform a
verification test on each smaller batch, eliminating the
smaller batches that are valid, and further dividing the smaller
batches that were invalid. Eventually, this technique will lead
to the individual digital signatures that caused the original
batch to fail the verification test. If each batch to be divided is
halved, the divide-and-conquer approach becomes a binary
search. In most cases, divide-and-conquer methods identify
invalid digital signature more quickly than the naive method.
However, in some applications, identifying invalid signatures
is still too time consuming. Therefore, a faster method of
identifying invalid signatures is needed. The present inven-
tion is such a method.

Some prior art digital signature methods are based on bilin-
ear pairings, because the mathematical properties of such
pairings can be used to generate digital signatures that are
either shorter or facilitate the identification of the signer.
Digital signatures that employ bilinear pairings are com-
monly referred to as pairing-based digital signatures. Digital
signatures that facilitate the identification of the sender are
commonly referred to as identity-based digital signatures.
Identity-based digital signatures are public key digital signa-
tures in which the verifier can compute the signer’s public key
directly from the signer’s identifier. This eliminates the need
to generate and manage digital certificates, which bind sign-
er’s identifiers to their public keys. It also eliminates the need
to transmit a public key or a digital certificate. However,
verification of identity-based digital signatures often involves
bilinear-pairing operations, which are more computationally
intensive than other operations. Verifying a large batch of
identity-based digital signatures is often prohibitive using
prior art methods, including divide-and-conquer methods.
Therefore, there is a need for a batch verification method for
identity-based digital signatures that requires fewer compu-
tations. The present invention is such a method.

In an article entitled “An Identity-Based Signature from
Gap Diffie-Hellman Groups,” by J. Cha and J. Cheon, Public
Key Cryptography—PKC 2003, LCNS, Vol. 2567, pp. 18-30,
Springer-Verlag, 2003, an identity-based digital signature
method that employs bilinear pairings is disclosed. The
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method can be described as follows. G, and G, are groups
which have prime order r, meaning that there are exactly r
elements in each group. The bilinear pairing e is a map from
G, %G, into a third group G;. This pairing has the properties
that for an integer i and elements M,M, and M, in G, and
elements N, N, and N, in G,, e(iM,N)=e(M,iN)=e(M,NY’,
e(M,+M,,N)=e(M,,N)+e(M,,N), and e(M,N, +N,)=e(M,N )
e(M,N,). H(m,U) is a cryptographic hash function that maps
a bit string m and a point U in G, to an integer between 1 and
r.

The first step of the Cha-Cheon method is selecting an
element T in G,. Then, selecting an integer s in the range [1,
r-1] and keeping it as a secret. Then, computing P equal to sT.
Then, P and T are made public. Then, a user is given a public
key Q and a private key C, where Q is an element of G, that is
derived from the user’s identifier, and where C is equal to sQ.
To sign a message m, a signer selects an integer t in the range
[1, r=1]. Then, the signer generates U equal to tQ and gener-
ates V equal to (t+H(m,U))C. The digital signature is (U,V).

To verify a digital signature (U,V) generated by the Cha-
Cheon method using a message m, a verifier derives the
signer’s public key Q from the signer’s identifier and com-
putes h equal to H(m,U). If e(U+hQ,P) is equal to e(V,T) then
the digital signature is valid and the message is accepted as
being as the sender intended. Otherwise, the digital signature
is invalid, and the message is not accepted.

In an article entitled “A New ID-Based Signature with
Batch Verification,” by J. Cheon et al., Cryptology ePrint
Archive, Report 2004/131, 2004, http://eprint.iacr.org/, a
batch verification method for an identity-based digital signa-
ture is disclosed. This method uses partially aggregate digital
signatures, which are shorter than those in a typical batch of
digital signatures. However, using such digital signatures
does not provide sufficient information to identify individual
invalid digital signatures in a batch.

U.S. Pat. No. 5,347,581, entitled “VERIFICATION PRO-
CESS FOR A COMMUNICATION SYSTEM,” discloses a
method of batch verification of digital signatures and tree
searching for invalid digital signatures. However, U.S. Pat.
No. 5,347,581 does not disclose an efficient method for prun-
ing the tree as does the present invention. U.S. Pat. No.
5,347,581 is hereby incorporated by reference into the speci-
fication of the present invention.

U.S. Pat. No. 7,245,718, entitled “LOW BANDWIDTH
ZERO KNOWLEDGE AUTHENTICATION PROTOCOL
AND DEVICE,” discloses a method of verifying a batch of
identities by calculating a product of the public keys of the
identities in question. However, U.S. Pat No. 7,245,718 does
not disclose a method for identifying invalid signatures in an
invalid batches as does the present invention. U.S. Pat. No.
7,245,718 is hereby incorporated by reference into the speci-
fication of the present invention.

U.S. patent application No. 20050005125, entitled “APPA-
RATUS AND METHOD FOR GENERATING AND VERI-
FYING ID-BASED BLIND SIGNATURE BY USING
BILINEAR PAIRINGS,” discloses a device for and method
of batch verification of digital signatures using a process
similar to that of U.S. Pat. 5,347,581. U.S. patent application
No. 20050005125 does not disclose a method of identifying
invalid digital signatures in invalid batches as does the present
invention. U.S. patent application No. 20050005125 is
hereby incorporated by reference into the specification of the
present invention.

U.S. patent application No. 20050193048, entitled
“METHOD TO GENERATE, VERIFY AND DENY AN
UNDENIABLE SIGNATURE,” discloses a method of batch
verification involving a challenge parameter, a challenge
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value generated from the challenge parameters, and a com-
mitment value. The present invention does not employ chal-
lenge parameters, a challenge value, and a commitment value
asdoes U.S. patent application No. 20050193048. U.S. patent
application No. 20050193048 is hereby incorporated by ref-
erence into the specification of the present invention.

U.S. patent application No. 20070028114, entitled “VERI-
FICATION OF IDENTITY BASED SIGNATURES,” dis-
closes a method of batch verification of digital signatures by
aggregating elements of the signatures. U.S. patent applica-
tion No. 20070028114 does not disclose a method of identi-
fying invalid digital signatures in invalid batches as does the
present invention. U.S. patent application No. 20070028114
is hereby incorporated by reference into the specification of
the present invention.

SUMMARY OF THE INVENTION

Itis an object of the present invention to efficiently identify
invalid digital signatures involving batch verification.

Itis an object of the present invention to efficiently identify
invalid digital signatures involving batch verification and
identity-based digital signatures.

The first step of the preferred method is receiving corre-
sponding digital messages, digital signatures, and signer
identifiers.

The second step of the method is computing a value Z, as
a function of the digital messages, the digital signatures, and
signer identifiers, where Z, is an element of a group, and
where the group has an identity element.

The third step of the method is determining if the digital
signatures, as a batch, are valid for their corresponding digital
messages and signer identifiers.

Ifthe digital signatures, as a batch, are valid then the fourth
step of the method is then stopping.

The fifth step of the method is assigning a user-definable
signature identifier to each digital signature.

The sixth step of the method is setting w equal to 1.

The seventh step of the method is computing Z,, as a func-
tion of the digital messages, digital signatures, signer identi-
fiers, and signature identifiers.

The eighth step of the method is searching for a multipli-
cative relationship amongst Z,, Z,, . . . Z,,.

If a multiplicative relationship is found in the eighth step
then the ninth step of the method is determining the invalid
digital signatures from the multiplicative relationship and
stopping. Otherwise, incrementing w and returning to the
seventh step for additional processing if desired.

In an alternate embodiment, invalid sub-batches of batches
of digital signatures are identified.

In a second alternate method, the invalid digital signatures
are identified using a “divide-and-conquer” method with
fewer verifications than in the prior art.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a flowchart of the preferred embodiment of the
present invention;

FIG. 2 is aflowchart of the first alternate embodiment of the
present invention; and

FIG. 3 isa flowchart of the second alternate embodiment of
the present invention.

DETAILED DESCRIPTION
The present invention is a method of identifying invalid

digital signatures involving batch verification that requires
fewer steps than does the prior art.
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This efficient identification of invalid signatures is facili-
tated by changing the form of the batch verification test. Prior
art verification and batch verification tests typically compute
two values, X and Y, and compare them for equality. If they
are equal, then the verification test passes and the batch deter-
mined to be valid. If X is not equal to Y, then the batch is
determined to be invalid. The present invention performs
verification by computing a value Z, where Z is the product of
X and the inverse of Y, and comparing 7Z to the identity
element. If Z is equivalent to the identity element, then the
verification test passes and the batch determined to be valid.
If Z is not equivalent to the identity element, then the batch is
invalid. This new test takes no longer than the prior art test, but
results in the computation of a new value, Z, that can be
compared to other computed values to identify the invalid
signatures with fewer operations than prior art methods.

FIG. 1 is a flow-chart of the preferred embodiment of the
present invention. The preferred embodiment of the present
invention can often find invalid pairing-based digital signa-
tures faster than prior art methods because it uses fewer
verification tests, and therefore fewer computationally inten-
sive bilinear pairing computations are performed.

The first step 11 of the preferred method is receiving a
plurality of corresponding digital messages, digital signa-
tures, and signer identifiers. The digital messages, digital
signatures, and signer identifiers are received in any appro-
priate digital signature format. For example, the digital mes-
sages, digital signatures, and signer identifiers may be
received in a form appropriate for a pairing-based digital
signature.

The second step 12 of the preferred method is computing a
value 7, as a function of the digital messages, the digital
signatures, and signer identifiers. Z, is an element of a group,
and where the group has an identity element. For a pairing-
based digital signature 7, is computed as follows:

Dy, R|.

N is equal to the number of digital signatures. B, is equal to
1, G,, where r, is a user-definable random value. D, is equal to
r,H,, where G, and H, are values from a second group. R and
P are values from a third group. In the preferred embodiment,
digital signatures, as a batch, are valid if Z, is congruent to the
identity element. In pairing-based digital signatures as
described above, the identity element is 1.

The third step 13 of the preferred method is determining if
the digital signatures, as a batch, are valid for their corre-
sponding digital messages and signer identifiers.

The fourth step 14 of the preferred method is stopping if the
digital signatures, as a batch, are valid.

The fifth step 15 of the preferred method is assigning a
user-definable signature identifier to each digital signature. In
the preferred embodiment, a user-definable unique signature
identifier is assigned to each digital signature.

The sixth step 16 of the preferred method is setting w equal
to 1.

The seventh step 17 of the preferred method is computing
Z.,, as a function of the digital messages, digital signatures,
signer identifiers, and signature identifiers. For some pairing-
based digital signatures Z,, is computed as follows:

40

45

60

N N
z,= e[; ()" Be, P]e[; (1)"Dy. R

N is equal to the number of digital signatures. I, is the signa-
ture identifier for the kth signature. B, is equal to r,G,, where
1, is a user-definable random value. D, is equal to r,H,, where
G, and H, are values from a second group. R and P are values
from a third group.

The eighth step 18 of the preferred method is searching for
a multiplicative relationship amongst Z,, Z,, . . ., Z,,. For
some pairing-based digital signatures, searching for a multi-
plicative relationship amongst Z,, Z,, . . ., Z,, is searching for
the following multiplicative relationship:

Ze I

where p, is a t elementary symmetric polynomial in x,,
Xs, - . . 5 X,,, and where X,, X,, . . ., X, identify the signature
identifiers and, in turn, identify the invalid digital signatures.

The ninth step 19 of the preferred method is determining
the invalid digital signatures from the multiplicative relation-
ship and stopping if a multiplicative relationship is found in
the eighth step 18. Otherwise, incrementing w and returning
to the seventh step 17 for additional processing if desired.

The preferred method can be applied to several pairing-
based digital signatures, including the Cha-Cheon pairing-
based digital signature method described earlier. When the
preferred method is applied to the Cha-Cheon method, B,=r,
(Up+H(m,, Up)Qp, D=V, and R=-T.

FIG. 2 is a flow-chart of a first alternate embodiment of the
present invention. The first alternate embodiment is a method
of identifying invalid sub-batches of a larger batch of digital
signatures, rather than identifying the invalid digital signa-
tures. An invalid sub-batch is one that contains at least one
invalid digital signature. Once an invalid sub-batch is identi-
fied then additional steps can be used to identify the invalid
digital signatures contained therein.

The first step 21 of the first alternative method of the
present invention in FIG. 2 is receiving a plurality of corre-
sponding digital messages, digital signatures, and signer
identifiers. The digital messages, digital signatures, and
signer identifiers are received in any form appropriate for a
digital signature. For example, the first alternative embodi-
ment may receive a pairing-based digital signature.

The second step 22 of the first alternative method is com-
puting a value Z, as a function of the digital messages, the
digital signatures, and signer identifiers. Z, is an element of a
group, and the group has an identity element. For some pair-
ing-based digital signatures, Z, is computed as follows:

N is equal to the number of digital signatures. B, is equal to
1, G, where r, is a user-definable random value. D, is equal to
r,H,, where G, and H, are values from a second group. R and
P are values from a third group.
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The third step 23 of the first alternative method is deter-
mining if the digital signatures, as a batch, are valid for their
corresponding digital messages and signer identifiers. In the
preferred first alternative embodiment, digital signatures, as a
batch, are determined to be valid if Z, is equivalent to the
identity element. In pairing-based digital signatures as
described above, the identity element is 1.

The fourth step 24 of the first alternative method is stop-
ping if the digital signatures, as a batch, are valid.

The fifth step 25 of the first alternative method is dividing
the received digital signatures into user-definable sub-batches
of digital signatures.

The sixth step 26 of the first alternative method is assigning
a sub-batch identifier to each sub-batch.

The seventh step 27 of the first alternative method is setting
wequal to 1.

The eighth step 28 of the first alternative method is com-
puting 7, as a function of the digital messages, digital signa-
tures, signer identifiers, and sub-batch identifiers. For a pair-
ing-based digital signature, 7., is computed as follows:

N N
Z = e[; (1) B, P]e[; ()" Dy, R

N is equal to the number of digital signatures. I, is the sub-
batch identifier for the sub-batch containing the kth signature.
B, is equal to r,G,, where r, is auser-definable random value.
D, is equal to r,H,, where G, and H, are values from a second
group. R and P are values from a third group.

The ninth step 29 of the first alternative method is search-
ing for a multiplicative relationship amongst Zy, Z,, .. ., Z,,.
For a pairing-based digital signature, the following multipli-
cative relationship is searched for:

(Z ) o,

where p, is a t” elementary symmetric polynomial in x,,
Xy, - - -5 X,,, and where x, X,, . . ., X,, identify the sub-batch

identifiers and, in turn, identify the invalid sub-batches of
digital signatures.

The tenth step 30 of the first alternative method is deter-
mining the invalid sub-batches and stopping if the multipli-
cative relationship is found in the ninth step 29. Otherwise,
incrementing w and returning to the eighth step 28 for addi-
tional processing if desired.

To identify invalid signatures in invalid sub-batches iden-
tified using the first alternative method, the following steps
are performed. Setting N equal to the total number of digital
signatures in all of the invalid sub-batches. Setting Y, equal to
Z,. Setting w equal to the number of invalid sub-batches
identified using the first alternative method. Assigning a
unique user-definable signature identifier I, to each kth digital
signature in the invalid sub-batches. Computing values Y, for
each value i from 1 to w-1, as a function of the digital
messages, digital signatures, signer identifiers, and signature
identifiers in the invalid sub-batches. Computing a value Y,
as a function of the digital messages, digital signatures, signer
identifiers, and signature identifiers in the invalid sub-
batches. Searching for a multiplicative relationship amongst
Y,.Y,,...,Y,. Determining the invalid signatures from the
multiplicative relationship and stopping if a multiplicative
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relationship is found in the last step. Otherwise, incrementing
w and returning to step of computing Y,, for additional pro-
cessing if desired.

The steps of computing valuesY,, for each value i from 1 to
w, are computed as follows for some pairing-based digital
signatures:

N N
Y = e[kZ; (1) By, P]e[; () Dy, R

N is equal to the number of digital signatures in the invalid
sub-batches. I is the signature identifier for the kth signature.
B, is equal to 1, G,, where r, is a user-definable random value.
D, is equal to r,H,, where G, and H, are values from a second
group. R and P are values from a third group.

The step of searching for a multiplicative relationship
amongst Yo, Y,, . . ., Y, for some pairing-based digital
signatures is comprised of searching for the following multi-
plicative relationship:

F) e,

—-

Y, =

t

where p, is a t elementary symmetric polynomial in x,,
Xs, - . . 5 X,,, and where X,, X,, . . ., X, identify the signature
identifiers and, in turn, identify the invalid digital signatures.

The first alternative method can be applied to several pair-
ing-based digital signatures, including the Cha-Cheon pair-
ing-based digital signature method described earlier. When
the first alternative method is applied to the Cha-Cheon
method, B,=r, (U +H(m,,U,)-Q,), D,=V, and R=-T.

FIG. 3 is a second alternative embodiment of the present
invention. The second alternative embodiment is a “divide-
and-conquer” method of identifying invalid digital signatures
involving batch verification. It uses the Z value computed
during batch verification to eliminate some of the verifica-
tions required by “divide-and-conquer” methods in the prior
art, resulting in a faster method.

The first step 31 of the second alternative method is receiv-
ing a plurality of corresponding digital messages, digital sig-
natures, and signer identifiers. In the preferred second alter-
native method, the corresponding digital messages, digital
signatures, and signer identifiers are received in a form appro-
priate for any digital signature format (e.g., pairing-based
digital signature format, an elliptic curve-based digital signa-
ture format, and a digital signature format that employs finite
field arithmetic).

The second step 32 of the second alternative method is
computing a value Z, as a function of the received digital
messages, digital signatures, and signer identifiers. Z, is an
element of a group, and the group has an identity element.

The third step 33 of the second alternative method is deter-
mining that the digital signatures, as a batch, are valid and
stopping if Z, is equivalent to the identity element. In most
cases, the identity element is 1.

The fourth step 34 of the second alternative method is
dividing the digital signatures into a first sub-batch and a
second sub-batch.

The fifth step 35 of the second alternative method is select-
ing the first and second sub-batches.

The sixth step 36 of the second alternative method is asso-
ciating 7, with the selected first and second sub-batches.
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The seventh step 37 of the second alternative method is
computing a value Z, as a function of the digital messages,
digital signatures, and signer identifiers in the first selected
sub-batch.

The eighth step 38 of the second alternative method is
associating 7, with the selected first and second sub-batches.
7, is an element of the same group as Z,;.

The ninth step 39 of the second alternative method is deter-
mining that the selected first sub-batch is valid and the
selected second sub-batch is invalid if Z, is equivalent to the
identity element of the corresponding group.

The tenth step 40 of the second alternative method is deter-
mining that the selected first sub-batch is invalid and the
selected second sub-batch is valid if Z, is not equivalent to the
identity element of the corresponding group but is equal to Z,
associated with the selected first and second sub-batches.

The eleventh step 41 of the second alternative method is
determining that the selected first and second sub-batches are
invalid if Z, is not equivalent to the identity element of the
corresponding group and is not equivalent to Z, associated
with the selected first and second sub-batches.

The twelfth step 42 of the second alternative method is
identifying the digital signature as invalid if a selected sub-
batch is determined to be invalid and the selected sub-batch
contains only one digital signature.

The thirteenth step 43 of the second alternative method is
dividing the selected first sub-batch into a first sub-batch of
digital messages, digital signatures, and signer identifiers and
an associated second sub-batch of digital messages, digital
signatures, and signer identifiers; associating the newly
formed first and second sub-batches with Z,; and renaming
Z, as 7, if the selected first sub-batch is determined to be
invalid and contains more than one digital signature.

The fourteenth step 44 of the second alternative method is
dividing the selected second sub-batch into a first sub-batch
of digital messages, digital signatures, and signer identifiers
and a second sub-batch of digital messages, digital signa-
tures, and signer identifiers; computing a value Z; as the
product of Z, and the inverse of Z,; associating the newly
formed first and second sub-batches with Z;; and renaming
Z5 as 7, if the selected second selected sub-batch is deter-
mined to be invalid and contains more than one digital signa-
ture.

The fifteenth step 45 of the second alternative method is
selecting one of such first and second sub-batches, and return-
ing to the seventh step 37 if there is at least one pair of
associated first and second sub-batches that have not been
selected.

What is claimed is:

1. A method ofidentifying invalid digital signatures involv-

ing batch verification, comprising the steps of:

a) receiving on an electrical computer a plurality of corre-
sponding digital messages, digital signatures, and signer
identifiers;

b) computing on the electrical computer a value Z, as a
function of the digital messages, the digital signatures,
and the signer identifiers, where Z, is an element of a
group, and where the group has an identity element;

¢) determining on the electrical computer if the digital
signatures, as a batch, are valid for their corresponding
digital messages and signer identifiers;

d) if the digital signatures, as a batch, are valid then stop-
ping, otherwise proceeding to step (e);

e) assigning on the electrical computer a user-definable
signature identifier to each digital signature;

f) setting on the electrical computer w equal to 1;

g) computing on the electrical computer Z,, as a function of
the digital messages, the digital signatures, the signer
identifiers, and the signature identifiers;
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h) searching on the electrical computer for a multiplicative

relationship amongst Z,, Z,, ..., Z,; and

1) if a multiplicative relationship is found in step (h) then

determining on the electrical computer the invalid digi-
tal signatures from the multiplicative relationship and
stopping, otherwise incrementing w and returning to
step (g) for additional processing.

2. The method of claim 1, wherein the step of receiving a
plurality of corresponding digital messages, digital signa-
tures, and signer identifiers is comprised of the step of receiv-
ing a plurality of corresponding digital messages, digital sig-
natures, and signer identifiers in a form appropriate for a
pairing-based digital signature,

3. The method of claim 2, wherein the step of computing Z,,
as a function of the digital messages, the digital signatures,
and the signer identifiers in a form appropriate for a pairing-
based digital signature is comprised of the step of computing

N N
Zo = e[; By, P]e[; D, R

where N is equal to the number of digital signatures, where
B,=r,G,, where r, is a user-definable random value, where
D,=r,H,, where G, and H, are values from a second group,
where R and P are values from a third group.

4. The method of claim 1, wherein the step of determining
if the digital signatures, as a batch, are valid is comprised of
the step of determining if Z, is equivalent to the identity
element.

5. The method of claim 4, wherein the step of determining
if Z,, is equivalent to the identity element is comprised of the
step of determining if Z, is congruent to 1.

6. The method of claim 1, wherein the step of assigning a
user-definable signature identifier to each digital signature is
comprised of the step of assigning a user-definable unique
signature identifier to each digital signature.

7. The method of claim 2, wherein the step of computing
Z.,,as afunction ofthe digital messages, the digital signatures,
the signer identifiers, and the signature identifiers is com-
prised of the step of computing Z,, as a function of the digital
messages, the digital signatures, the signer identifiers, and the
signature identifiers in a form appropriate for a pairing-based
digital signature, where

N N
z,= e[; ()" By, P]e[; ()" Dy, R

5

>

where N is equal to the number of digital signatures, where I,
is the signature identifier for the kth signature, where
B,=r,G,, where r, is a user-definable random value, where
D,=r,H,, where G, and H, are values from a second group,
where R and P are values from a third group.

8. The method of claim 2, wherein the step of searching for
a multiplicative relationship amongst Z,, Z,, . . ., Z,, is
comprised of the step of searching for a multiplicative rela-
tionship concerning a pairing-based digital signature
amongst Zy, 24, . . ., Z.,,, where the multiplicative relationship
is

a0,

—-

Z, =

[;

where p, is a t elementary symmetric polynomial in x,,
Xs, - - - s X,,, and where x;, w,, . . ., X,, identify the signature
identifiers and, in turn, identify the invalid digital signatures.

9. A method of identifying invalid sub-batches of digital
signatures, where each invalid sub-batch contains at least one

invalid digital signature, comprising the steps of:
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a) receiving on an electrical computer a plurality of corre-
sponding digital messages, digital signatures, and signer
identifiers;

b) computing on the electrical computer a value Z, as a
function of the digital messages, the digital signatures,
and signer the signer identifiers, where Z,, is an element
of'a group, and where the group has an identity element;

¢) determining on the electrical computer if the digital
signatures, as a batch, are valid for their corresponding
digital messages and signer identifiers;

d) if the digital signatures, as a batch, are valid, then stop-
ping, otherwise proceeding to the next step;

e) dividing on the electrical computer the received digital
signatures into a plurality of user-definable sub-batches
of digital signatures;

f) assigning on the electrical computer a sub-batch identi-
fier to each sub-batch;

g) setting on the electrical computer w equal to 1;

h) computing on the electrical computer 7, as a function of
the digital messages, the digital signatures, the signer
identifiers, and the sub-batch identifiers;

1) searching on the electrical computer for a multiplicative
relationship amongst Z,, Z,, . . ., Z,; and

j) if the multiplicative relationship is found in step (h) then
determining on the electrical computer the invalid sub-
batches and stopping, otherwise incrementing w and
returning to step (h) for additional processing.

10. The method of claim 9, wherein the step of receiving a
plurality of corresponding digital messages, digital signa-
tures, and signer identifiers is comprised of the step of receiv-
ing a plurality of corresponding digital messages, digital sig-
natures, and signer identifiers in a form appropriate for a
pairing-based digital signature.

11. The method of claim 10, wherein the step of computing
7, as a function of the digital messages, the digital signatures,
and the signer identifiers in a form appropriate for a pairing-
based digital signature is comprised of the step of computing

where N is equal to the number of digital signatures, where
B,=r,G,, where r, is a user-definable random value, where
D,=r,H,, where G, and E, are values from a second group,
where R and P are values from a third group.

12. The method of claim 9, wherein the step of determining
if the digital signatures, as a batch, are valid is comprised of
the step of determining if Z, is equivalent to the identity
element.

13. The method of claim 12, wherein the step of determin-
ing if Z, is equivalent to the identity element is comprised of
the step of determining if 7, is congruent to 1.

14. The method of claim 10, wherein the step of computing
Z.,,as a function of the digital messages, the digital signatures,
the signer identifiers, and the sub-batch identifiers is com-
prised of the step of computing Z,, as a function of the digital
messages, the digital signatures, the signer identifiers, and the
sub-batch identifiers in a form appropriate for a pairing-based
digital signature, where

5

N N
Z = e[; (1) B, P]e[; ()" Dy, R

where N is equal to the number of digital signatures, where I,
is the sub-batch identifier for the kth signature, where
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B,=r,G,, where r, is a user-definable random value, where
D,=r,H,, where G, and H, are values from a second group,
where R and P are values from a third group.

15. The method of claim 10, wherein the step of searching
for a multiplicative relationship amongst Z,, Z,, . . ., Z,,, is
comprised of the step of searching for a multiplicative rela-
tionship concerning a pairing-based digital signature
amongstZ,, 7, ..., Z,,, wherethe multiplicative relationship

(Z )1,

where p, is a t elementary symmetric polynomial in x,,
Xy, - - -, X,,, and where X, X,, . . ., X, identify the sub-batch
identifiers and, in turn, identify the invalid sub-batches of
digital signatures.

16. The method of claim 9, further comprising the steps of:

k) setting N equal to the total number of digital signatures
in all of the invalid sub-batches;

1) setting Y, equal to Z;

m) assigning a unique user-definable signature identifier to
each digital signature in the invalid sub-batches;

n) computing values Y, for each value i from 1 to w-1, as
afunction of the digital messages, the digital signatures,
the signer identifiers, and the signature identifiers in the
invalid sub-batches;

0) computing Y,, as a function of the digital messages, the
digital signatures, the signer identifiers, and the signa-
ture identifiers in the invalid sub-batches;

p) searching for a multiplicative relationship amongst Y,,,
Y,...,Y,;and

q) if a multiplicative relationship is found in step (p) then
determining the invalid signatures from the multiplica-
tive relationship and stopping, otherwise incrementing
w and returning to step (o) for additional processing.

17. The method of claim 16, wherein the step of computing

Y, as a function of the digital messages, the digital signatures,
and the signer identifiers in a form appropriate for a pairing-
based digital signature is comprised of the step of computing

Dy, R,

where N is equal to the number of digital signatures in all of
the invalid sub-batches, where B,=r,G,, where r, is a user-
definable random value, where D,=r,H,, where G, and H, are
values from a second group, where R and P are values from a
third group.

18. The method of claim 16, wherein the step of computing
Y, for each value i from 1 to w-1, as a function of the digital
messages, the digital signatures, signer identifiers, and the
signature identifiers is comprised of the step of computing Y,
as a function of the digital messages, the digital signatures,
the identifiers, and the signature identifiers in a form appro-
priate for a pairing-based digital signature, where

5

N N
Y= e[z (1) By P]e[z (YD R
k=1 k=1

where N is equal to the number of digital signatures in all of
the invalid sub-batches, where I, is the signature identifier for
the kth signature, where B, =r,G,, where r, is a user-definable
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random value, where D,=r,H,, where G, and H, are values
from a second group, where R and P are values from a third
group.

19. The method of claim 16, wherein the step of computing
Y,, as a function of the digital messages, the digital signa-
tures, the signer identifiers, and the signature identifiers is
comprised of the step of computing Y, as a function of the
digital messages, the digital signatures, the signer identifiers,
and the signature identifiers in a form appropriate for a pair-
ing-based digital signature, where

>

N N
Y, = e[kZ‘ (L)’ By, P]e[; ()"Dy, R

where N is equal to the number of digital signatures in all of
the invalid sub-batches, where I, is the signature identifier for
the kth signature, where B,=r,G,, where r, is a user-definable
random value, where D,=r,H,, where G, and H, are values
from a second group, where R and P are values from a third
group.

20. The method of claim 16, wherein the step of searching
for a multiplicative relationship amongst Yo, Y,, .. .Y, is
comprised of the step of searching for a multiplicative rela-
tionship concerning a pairing-based digital signature
amongstY,,Y",...,Y, where the multiplicative relationship
is

()0,

where p, is a t” elementary symmetric polynomial in x,,
Xy, - - - 5 X,,, and where X, X,, . . . , X,, identify the signature
identifiers and, in turn, identify the invalid digital signatures.

21. A method of identifying invalid digital signatures

involving batch verification, comprising the steps of:

a) receiving on an electrical computer a plurality of corre-
sponding digital messages, digital signatures, and signer
identifiers;

b) computing on the electrical computer a value Z, as a
function of the received digital messages, the digital
signatures, and the signer identifiers, where 7, is an
element of a group, and where the group has an identity
element;

c)if Z, is equivalent to the identity element then determin-
ing on the electrical computer that the digital signatures,
as a batch, are valid and stopping, otherwise proceeding
to step (d);

d) dividing once electrical computer the digital signatures
into a first sub-batch and a second sub-batch;

e) selecting on the electrical computer the first and second
sub-batches;

f) associating on the electrical computer Z, with the
selected first and second sub-batches;

g) computing on the electrical computer a value Z, as a
function of the digital messages, the digital signatures,
and the signer identifier in the first selected sub-batch;

h) associating on the electrical computer Z, with the
selected first and second sub-batches, where Z, is an
element of a group, and where the group has an identity
element;
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i) if Z, is equivalent to the identity element of the corre-
sponding group then determining on the electrical com-
puter that the selected first sub-batch is valid and the
selected second sub-batch is invalid;
j) if Z, is not equivalent to the identity element of the
corresponding group but is equivalent to Z, associated
with the selected first and second sub-batches then deter-
mining on the electrical computer that the selected first
sub-batch is invalid and the selected second sub-batch is
valid;
k) if Z, is not equivalent to the identity element of the
corresponding group and is not equivalent to Z, associ-
ated with the selected first and second sub-batches then
determining on the electrical computer that the selected
first and second sub-batch are invalid;
1) if a selected sub-batch is determined to be invalid and the
selected sub-batch contains only one digital signature
then identifying on the electrical computer the digital
signature as invalid;
m) ifthe selected first sub-batch is determined to be invalid
and contains more than one digital signature then
(1) dividing on the electrical computer the selected first
sub-batch into a third sub-batch of digital messages,
digital signatures, and signer identifiers and an asso-
ciated fourth sub-batch of digital messages, digital
signatures, and signer identifiers;

(ii) associating on the electrical computer, the third and
fourth sub-batches resulting from step (i) with Z,; and
(ii1) renaming on the electrical computer 7, as Z;
n) if the selected second sub-batch is determined to be
invalid and contains more than one digital signature then
(1) dividing on the electrical computer the selected sec-
ond sub-batch into a fifth sub-batch sub-batch of digi-
tal messages, digital signatures, and signer identifiers
and a sixth sub-batch of digital messages, digital sig-
natures, and signer identifiers;

(i1) computing on the electrical computer a value Z; as
the product of Z, and the inverse of Z,;

(iii) associating on the electrical computer the fifth and
sixth sub-batches resulting from step (i) with Z5; and

(iv) renaming on the electrical computer 7 as Z,; and

0) if there is at least one pair of associated first and second
sub-batches that have not been selected then selecting on
the electrical computer one of such first and second
sub-batches, and returning to step (g).

22. The method of claim 21, wherein the step of receiving

a plurality of corresponding digital messages, digital signa-
tures, and signer identifiers is comprised of the step of receiv-
ing a plurality of corresponding digital messages, digital sig-
natures, and signer identifiers in a form appropriate for a
digital signature format selected from the group of digital
signature formats consisting of a pairing-based digital signa-
ture format, an elliptic curve-based digital signature format,
and a digital signature format that employs finite field arith-
metic.

23. The method of claim 21, wherein the step of determin-
ing if Z, is equivalent to the identity element is comprised of
the step of determining if Z, is congruent to 1.

24. The method of claim 21, wherein the step of determin-
ing if Z, is equivalent to the identity element is comprised of
the step of determining if Z, is congruent to 1.
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